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Lab: 2FA simple bypass

APPRENTICE
I LAB Solved

This lab's two-factor authentication can be bypassed. You have already obtained a valid username and password, but do not have access
to the user's 2FA verification code. To solve the lab, access Carlos's account page.

* Your credentials: wiener:pster

« Victim's credentials carlos:montoya

Login

Carlos car l'os carols
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Congratulations, you solved the lab!

My Account

Your username Is: wiener

Your email is: wiener@exploit-0a9b00a6035879c4861c0f6d501ec00cd exploit-server.net

Emai

Update email

On se deco et on se reco avec le compte de carlos :

Login

Username

carlos

Password

On arrive ici mais comme on sait qu'on est en principe déja connecté on peut accéder a la partie mail
directement :
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Congratulations, you solved the lab!
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Congratulations, you solved the lab!

My Account

Your username is: carlos

Your email is: carlos@carlos-montoya.net

m
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B

Update email

Et voila
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